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Abstract Motivated by the concepts of Sidel’nikov sequences and two-prime generator
(or Jacobi sequences) we introduce and analyze some new binary sequences called two-prime
Sidel’nikov sequences. In the cases of twin primes and cousin primes equivalent 3 modulo
4 we show that these sequences are balanced. In the general case, besides balancedness we
also study the autocorrelation, the correlation measure of order k and the linear complexity
profile of these sequences showing that they have many nice pseudorandom features.

Keywords Two-prime generator · Sidel’nikov sequences · (Auto-) correlation ·
Linear complexity · Cryptography · Pseudorandomness
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1 Introduction

Several sequences with nice pseudorandomness properties in view of applications in cryp-
tography and wireless communication have been defined using the Legendre symbol, see the
surveys [10,11] and references therein. Among these sequences are the Sidel’nikov sequences
and the two-prime generator defined as follows.

Let p be an odd prime and g be a primitive element of the finite field Fp of p elements.
The Sidel’nikov sequence (σn), see [8], is defined by
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60 N. Brandstätter et al.

σn =
{

1, if
(

gn+1
p

)
= −1,

0, otherwise,
n ≥ 0,

where
(
.
.

)
denotes the Legendre symbol.

Let p and q be two distinct odd primes. Put

Q = {q, 2q, . . . , (p − 1)q}, Q0 = Q ∪ {0}, and P = {p, 2p, . . . , (q − 1)p}.
The pq-periodic sequence (tn) over F2, defined by

tn =

⎧⎪⎨
⎪⎩

0, if (n mod pq) ∈ Q0,

1, if (n mod pq) ∈ P,(
1 −

(
n
p

) (
n
q

)) /
2, otherwise,

is called the two-prime generator (or generalized cyclotomic sequence of order 2 or Jacobi
sequence) (see [2], and [4, Chapt. 8.2]).

Here we introduce a new sequence combining the concepts of Sidel’nikov sequence and
two-prime generator:

Let p and q be two different odd primes and g be a primitive element modulo both p and
q . (If g1 and g2 are primitive roots modulo p and q , respectively, the Chinese Remainder
Theorem guarantees the existence of an integer g ≡ g1 mod p and g ≡ g2 mod q , which is
primitive modulo both p and q .) Put d = gcd(p − 1, q − 1) and t = (p − 1)(q − 1)/d . With
Q0, P as above we define the two-prime Sidel’nikov sequence (sn) by

sn =

⎧⎪⎨
⎪⎩

0, (gn + 1) mod pq ∈ Q0,

1, (gn + 1) mod pq ∈ P,(
1 −

(
gn+1

p

) (
gn+1

q

))/
2, gcd(gn + 1, pq) = 1,

(1)

for n ≥ 0. Obviously, (sn) is t-periodic.
For the number of 0 ≤ n < t with sn = 1 in Sect. 2 we prove an exact formula if d = 2

and an asymptotic formula if d > 2. For d = 2 this shows that (sn) is balanced if and only if
p and q = p + 2 are twin primes or p and q = p + 4 are cousin primes with p ≡ 3 mod 4.

For a t-periodic sequence (sn) over F2 and 1 ≤ l < t the (periodic) autocorrelation
function is defined by

AC(sn, l) =
t−1∑
n=0

(−1)sn+l+sn .

The (periodic) autocorrelation reflects global randomness. If (sn) is a random sequence then
|AC(sn, l)| can be expected to be small compared to t . For the autocorrelation functions
of Sidel’nikov sequence and two-prime generator see [2,4,8,10] and references therein. In
Sect. 3 we prove a bound on the autocorrelation of the two-prime Sidel’nikov sequence.

In Mauduit and Sárközy [7] the correlation measure of order k of a binary sequence (sn)

(of length t) is introduced as

Ck(sn) = max
M,D

∣∣∣∣∣
M−1∑
n=0

(−1)sn+d1 · · · (−1)sn+dk

∣∣∣∣∣ , k ≥ 1,

where the maximum is taken over all D = (d1, d2, . . . , dk) with non-negative integers
d1 < d2 < · · · < dk and M such that M −1+dk ≤ t −1. The correlation measure of order k
reflects local randomness.
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Correlation of the two-prime Sidel’nikov sequence 61

The linear complexity profile of a sequence (sn) over F2 is the sequence L(sn, N ), N ≥ 1,
where its N th term is the smallest L such that a linear recurrence of order L over F2 can
generate the first N terms of (sn). The value

L(sn) = sup
N≥1

L(sn, N )

is called the linear complexity over F2 of the sequence (sn). For the linear complexity of any
periodic sequence of period t one easily verifies that

L(sn) = L(sn, 2t) ≤ t.

Linear complexity and linear complexity profile are measures for the unpredictability of a
sequence and thus for its suitability in cryptography.

In Sect. 4 we study the correlation measure of order k of (sn) for arbitrary d as well as the
linear complexity profile of (sn).

2 Balancedness

First we consider the case d = 2. (Note that we have d > 2 if p ≡ q ≡ 1 mod 4.)

Theorem 1 Let (sn) be defined by (1) with d = 2. The number of 0 ≤ n < t with sn = 1 is
equal to

t

2
+ q − p

4
− δ + 1

2
,

where δ = 0 if p �≡ q mod 4 and δ = 1 if p ≡ q ≡ 3 mod 4.
The sequence (sn) with d = 2 is balanced if and only if p and q = p + 2 are twin primes

or p and q = p + 4 are cousin primes with p ≡ 3 mod 4.

Proof First we verify that gn + 1 ≡ 0 mod pq if and only if p and q are both equivalent
3 mod 4 and n = t/2. The only possible element of the form gn with 1 ≤ n < t such that
g2n ≡ 1 mod pq is gt/2. The condition −1 ≡ gt/2 mod pq implies −1 ≡ g(p−1)(q−1)/4 ≡
(−1)(q−1)/2 mod p and −1 ≡ g(p−1)(q−1)/4 ≡ (−1)(p−1)/2 mod q which is true if and only
if p ≡ q ≡ 3 mod 4.

We have gn + 1 ∈ Q0 whenever n ≡ (q − 1)/2 mod (q − 1). The number of such n with
0 ≤ n < t is (p − 1)/2. We have gn + 1 ∈ P whenever n ≡ (p − 1)/2 mod (p − 1) and
gn + 1 �≡ 0 mod pq . The number of such n with 0 ≤ n < t is (q − 1)/2 − δ.

Note that for all n with gn + 1 �∈ (P ∪ Q0) we have

(−1)sn =
(

gn + 1

p

) (
gn + 1

q

)
.

Hence we get

t−1∑
n=0

(−1)sn = p − 1

2
−

(
q − 1

2
− δ

)
+ S, where S =

t−1∑
n=0

(
gn + 1

p

)(
gn + 1

q

)
.

Next we show that S = 1.
We need the well-known relations

p−1∑
x=0

(
x

p

)
= 0 and

p−1∑
x=0

(
x

p

) (
x + a

p

)
= −1 if p � |a,

see [1,5,6].
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We have

S =
p−2∑
n=0

(
gn + 1

p

) (q−3)/2∑
j=0

(
gn+ j (p−1) + 1

q

)
.

Since d = 2 for j = 0, 1, . . . , (q − 3)/2 the elements g j (p−1) run through the quadratic
residues x modulo q . Hence,

S =
p−2∑
n=0

(
gn + 1

p

) q−1∑
x=1

(
gn x + 1

q

) (
1 +

(
x

q

)) /
2

= 1

2

p−2∑
n=0

(
gn + 1

p

)
⎛
⎜⎜⎜⎜⎝

q−1∑
x=1

(
gn x + 1

q

)
︸ ︷︷ ︸

−1

+
(

gn

q

) q−1∑
x=1

(
x + g−n

q

) (
x

q

)
︸ ︷︷ ︸

−1

⎞
⎟⎟⎟⎟⎠

= −1

2

⎛
⎜⎜⎜⎜⎝

p−2∑
n=0

(
gn + 1

p

)
︸ ︷︷ ︸

−1

+
p−2∑
n=0

(
gn + 1

p

) (
gn

q

)
︸ ︷︷ ︸

−1

⎞
⎟⎟⎟⎟⎠ = 1.

(Note that
(

gn

p

)
=

(
gn

q

)
= (−1)n, so we again have a sum of the form noted preliminarily.)

Now the numbers Ni , i = 0, 1, of 0 ≤ n < t with sn = i can be easily determined from
N0 + N1 = t and N0 − N1 = ∑t−1

n=0(−1)sn . �	

For d > 2 we can prove a slightly weaker result.

Theorem 2 Let (sn) be defined by (1) with d > 2. The number of 0 ≤ n < t with sn = 1 is

t

2
+ q − p

2d
+ O

(
p1/2q1/2).

Proof Note that for a multiplicative character χ modulo q of order d we have

d−1∑
k=0

χk(x) =
{

d, if x is a dth power residue mod q,
0, otherwise,

x = 1, . . . , q − 1.

As in the proof of Theorem 1 we get

N0 − N1 = p − q

d
+ S + O(1),

where

S =
p−2∑
n=0

(
gn + 1

p

) (q−1−d)/d∑
j=0

(
gn+ j (p−1) + 1

q

)

=
p−2∑
n=0

(
gn + 1

p

) q−1∑
x=1

(
gn x + 1

q

)
1

d

d−1∑
k=0

χk(x).
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Correlation of the two-prime Sidel’nikov sequence 63

Substituting y = gn x and interchanging sums we get

S = 1

d

d−1∑
k=0

p−2∑
n=0

(
gn + 1

p

)
ψk(gn)

q−1∑
y=1

(
y + 1

q

)
χk(y),

where ψ is the character of order d of Fp defined by ψ(g) = χ(g). For fixed k both
factors are Jacobi sums and have absolute value O(p1/2) and O(q1/2), respectively, see for
example [1,6]. �	

3 Autocorrelation

Theorem 3 Let (sn) be defined by (1). The autocorrelation function of (sn) satisfies

AC(sn, l) = O

(
p + q

d
+ p1/2q1/2

)
, 1 ≤ l < t.

Proof We have AC(sn, l) = S + O
( p+q

d

)
, where

S =
t−1∑
n=0

(
(gn + 1)(gn+l + 1)

p

) (
(gn + 1)(gn+l + 1)

q

)
.

If l ≡ 0 mod (p − 1) we get

S =
t−1∑
n=0

(
(gn + 1)(gn+l + 1)

q

)
+ O

(q

d

)

= p − 1

d

q−2∑
n=0

(
(gn + 1)(gn+l + 1)

q

)
+ O

(q

d

)
= O

(
p + q

d

)
.

In the same way, if l ≡ 0 mod (q − 1) we get S = O ((p + q)/d) .
If l �≡ 0 mod p − 1 and �≡ 0 mod q − 1 we proceed as in the proof of Theorem 2 and get

S =
p−2∑
n=0

(
gn + 1

p

)(
gn+l + 1

p

) (q−1−d)/d∑
j=0

(
gn+ j (p−1) + 1

q

) (
gn+ j (p−1)+l + 1

q

)

=
p−2∑
n=0

(
gn + 1

p

)(
gn+l + 1

p

) q−1∑
x=1

(
gn x + 1

q

) (
gn+l x + 1

q

)
1

d

d−1∑
k=0

χk(x)

= 1

d

d−1∑
k=0

p−2∑
n=0

(
gn + 1

p

) (
gn+l + 1

p

)
ψk(gn)

q−1∑
y=1

(
y + 1

q

) (
gl y + 1

q

)
χk(y).

For fixed k both factors have absolute value O(p1/2) or O(q1/2), respectively, by the Weil
bound, see [6, Theorem 5.41]. (Put u = lcm(d, 2) and note that(

(gn + 1)(gn+l + 1)

p

)
ψk(gn) = ϕ((gn + 1)u/2(gn+l + 1)u/2gnku/d)

for a multiplicative character ϕ modulo p of order u. The sum over y can also be expressed
with a character modulo q of order u.) �	
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64 N. Brandstätter et al.

4 Correlation Measure and Linear Complexity Profile

The bound on the correlation measure is based on the following Lemma.

Lemma 1 Let f (X) ∈ Z[X ] be a monic polynomial of degree D ≥ 1 which is neither a
square in Fp[X ] nor Fq [X ] with f (0) �= 0 and let g be a primitive element modulo p and
modulo q. Let d = gcd(p − 1, q − 1) and t = (p − 1)(q − 1)/d be the order of g modulo
pq. Then for 1 ≤ N ≤ t we have∣∣∣∣∣

N−1∑
n=0

(
f (gn)

p

) (
f (gn)

q

)∣∣∣∣∣ = O
(
D2 p1/2q1/2 log t

)
.

Proof Put et (x) = e2π i x/t . Then we have

1

t

t−1∑
a=0

et (ax) =
{

0, x �≡ 0 mod t
1, x ≡ 0 mod t.

(2)

Put

SN =
N−1∑
n=0

(
f (gn)

p

)(
f (gn)

q

)
.

From (2) we get

SN = 1

t

t−1∑
a=0

t−1∑
n=0

(
f (gn)

p

) (
f (gn)

q

) N−1∑
m=0

et (a(n − m)) = 1

t

t−1∑
a=0

Sa

N−1∑
m=0

et (−am),

where

Sa =
t−1∑
n=0

(
f (gn)

p

) (
f (gn)

q

)
et (an)

= 1

d

d−1∑
k=0

p−2∑
n=0

(
f (gn)

p

)
ep−1(αn)

q−1∑
x=1

(
f (gn x)

q

)
eq−1(βindx)χk(x),

where α ≡ ad(q − 1)−1 mod (p − 1), β ≡ a(p − 1)−1 mod (q − 1), χ is again a character
modulo q of order d and ind(gn) = n is the discrete logarithm (or index) modulo q . Note that
λp(gn) = ep−1(αn) and λq(gn) = eq−1(βn) are multiplicative characters modulo p and q ,
respectively. For fixed k the sums over n and x are O(Dp1/2) and O(Dq1/2), respectively,

by Weil’s Theorem. (Note that the term
(

f (gn x)
q

)
eq−1(βindx)χk(x) can be expressed as

η( f (gn x)u/2xu/s+uk/d) with a character η of order u = lcm(s, d, 2), where s is the order
of the character λq . The polynomial f (X)u/2 Xu/s+u/d is not a uth power since f (0) �= 0.)
Since

t−1∑
a=0

∣∣∣∣∣
N−1∑
m=0

et (−am)

∣∣∣∣∣ = O(t log t)

we get altogether SN = O
(
D2 p1/2q1/2 log t

)
. �	
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Correlation of the two-prime Sidel’nikov sequence 65

Theorem 4 For the sequence (sn) defined by (1) we have

Ck(sn) = O

(
k2 p1/2q1/2 log t + k

p + q

d

)
, k ≥ 1 and k odd,

C2(sn) = O((p1/2 + q1/2)p1/2q1/2 log t),

t − Ck(sn) = O(k(p + q)), k > 2 and k even

and

L(sn, N ) = �

(
min

{
N 1/2

p1/4q1/4 log1/2 t
,

d N

p + q
, p, q

})
, 1 ≤ N ≤ t.

Proof In each sum in the definition of Ck(sn) at most O (k(p + q)/d) summands
(−1)sn+d1 · · · (−1)sn+dk cannot be expressed with the Legendre symbol. If k is odd we can
apply Lemma 1 with f (X) = (X + g−d1) · · · (X + g−dk ).

If k = 2, d1 �≡ d2 mod p − 1 and d1 �≡ d2 mod q − 1 we can apply Lemma 1 to estimate∑M−1
n=0 (−1)n+d1(−1)n+d2 by O(p1/2q1/2 log t + p + q). If k = 2, d1 ≡ d2 mod p − 1 and

d1 �≡ d2 mod q − 1, then f (X) = (X + g−d1)(X + g−d2) is a square modulo p but not
modulo q − 1. As in the proof of Lemma 1 we get

|SN | ≤ p log t max
1≤ j<d,0≤a<q

∣∣∣∣∣∣
q−1∑
x=1

(
f (gn x)

q

)
eq−1(a(p − 1)−1indx)χ j (x)

∣∣∣∣∣∣
= O(pq1/2 log t).

Similarly, if k = 2, d1 �≡ d2 mod p − 1 and d1 ≡ d2 mod q − 1 we get

SN = O(p1/2q log t).

If k > 2 and k is even we choose

{d1, . . . , dk} = { j1(p − 1)+ j2(q − 1) :0 ≤ j1, j2 < k/2, j2 ≡ 2 j1 or 2 j1 + 1 mod k/2}.
For fixed j1 we have two different lags di , d j with di ≡ d j mod (q − 1) and for fixed j2 two
different di , d j with di ≡ d j mod (p − 1). Hence, we have

M−1∑
n=0

(
(gn+d1 + 1) · · · (gn+dk + 1)

p

) (
(gn+d1 + 1) · · · (gn+dk + 1)

q

)
≥ M − k.

Choosing M = t − (k/2 − 1)(p + q − 2) gives the assertion.
Finally, we prove the bound on the linear complexity profile. Put L = L(sn, N ). Since the

result is trivial otherwise we may assume that L < min{p, q}−1. We choose c0, . . . , cL−1 ∈
F2 such that

sn+L = cL−1sn+L−1 + · · · + c0sn, 0 ≤ n ≤ N − L − 1.

Putting cL = 1 we get for 0 ≤ n ≤ N − L − 1 that

1 =
L∏

l=0

(−1)cl sn+l , 0 ≤ n ≤ N − L − 1.
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66 N. Brandstätter et al.

We have

(−1)sn+l =
(

gn+l + 1

p

) (
gn+l + 1

q

)
, 0 ≤ l ≤ L ,

for at least N − L − (p + q − 2)(L + 1)/d different n with 0 ≤ n ≤ N − L − 1. Otherwise
the right hand side is zero. Hence we get

N−L∑
n=0

(
f (gn)

p

) (
f (gn)

q

)
≥ N − L − (p + q − 2)(L + 1)/d,

where

f (X) =
L∏

l=0

(gl X + 1)cl .

Since L < min{p, q} − 1 the polynomial f (X) is neither a square modulo p nor modulo q
and Lemma 1 implies

N = O

(
L2 p1/2q1/2 log t + L

p + q

d

)

and thus the result. �	

5 Final remarks

1. For each balanced binary sequence (sn) of period t we have

AC(l) ≡ t mod 4, 1 ≤ l ≤ t − 1,

since if ai j denotes the number of 0 ≤ n ≤ t −1 with sn = i and sn+l = j , then we have

AC(l) =
t−1∑
n=0

(−1)sn+sn+l = a0,0 + a1,1 − a0,1 − a1,0 = 4a1,1 − t.

2. In the most important case, d = 2, for each l there are six different values of l ′ such

that the sums
∑q−1

y=1

(
y(y+1)

(
gl′ y+1

)
q

)
have the same absolute value. In some cases, for

example if l = (q − 1)/2, these sums can be exactly calculated, see [3].
3. Let us assume that q − p is small and d = 2. We describe how the bound L(sn) ≥

L(sn, t) = �(t1/4 log−1/2 t) of Theorem 4 can be improved if t has a certain structure.
Put

S(X) =
t−1∑
n=0

sn Xt

and note that L(sn) = t − deg(gcd(Xt − 1, S(X)), see [4].
If t = 2sr with an odd r , we have to count (in multiplicities) the number of r th roots of
unity β with S(β) = 0.
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Correlation of the two-prime Sidel’nikov sequence 67

We assume that r is small. Hence, we are only interested in the case p �≡ q mod 4 since
d = 2. In this case we consider only S(1) and get by Theorem 1

S(1) ≡ t

2
+ q − p

4
− 1

2
≡ q − p − 2

4
mod 2.

Now we have S(1) �= 0 if and only if q ≡ p + 6 mod 8 and thus L(sn) ≥ 2s in this
case, which is an improvement of L(sn) = �(t1/4 log−1/2 t) if, say, q = 2sr1 + 1 with
r1 < t1/4 log1/2 t ≈ q1/2 log1/2 q .

4. The k-error linear complexity Lk(sn) of (sn) is defined as

Lk(sn) = min
(yn)

L(yn),

where the minimum is taken over all t-periodic sequences (yn) over F2, for which the
Hamming distance of the vectors (s0, s1, . . . , st−1) and (y0, y1, . . . , yt−1) is at most k.
We can also prove a lower bound on the k-error linear complexity of order of magnitude
min{t1/2 log−1/2 t, t/k}, if k = o(t) and q − p is small.

5. It is easy to extend the concept of two-prime Sidel’nikov sequences to prime powers pr

and qs using quadratic characters and two different primitive elements of Fpr and Fqs .
However, the generation of these sequences via evaluating the character values is slower

than evaluating the Jacobi symbols
(
.
p

) (
.
q

)
using the quadratic reciprocity law.

6. Apart from the two-prime generator and the two-prime Sidel’nikov sequence it is also nat-
ural to study the following related sequence (un) called Legendre-Sidel’nikov sequence
defined by

un =

⎧⎪⎪⎨
⎪⎪⎩

1, if p|n,
0, if n ≡ (q − 1)

/
2 mod q − 1, p � | n,(

1 −
(

n
p

) (
gn+1

q

))/
2, otherwise,

for n ≥ 0. The autocorrelation of (un) has been studied in [9].
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